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1 INTRODUCTION

1.1 OBJECTIVE

Effective operation of the U.S. energy infrastructure—the electric power, oil, and natural gas
production, transmission, and distribution systems that fuel and power our economy—is
critical to the health and safety, national security, and economic viability of our nation. As the
lead agency for the energy industry, the U.S. Department of Energy (DOE) isincreasingly
concerned about the reliability and security of this critical infrastructure and, in particular,
about the possibility of terrorist attacks that could target that infrastructure. The possibility of
terrorist attacks is especially problematic in the post-September 11™ world.

Thisreport is an update to “Vulnerability and Risk Analysis Program: Overview of Assessment
Methodology,” September 28, 2001. The initial report provided a high-level overview of the
vulnerability assessment methodology being developed and validated by DOE’ s Office of
Energy Assurance (OEA) as part of its multifaceted mission to work with the energy sector in
developing the capability required to protect our nation’s energy infrastructures. This updated
report focuses specifically on a methodology that has been applied to the electric power
infrastructure and at amore detailed level. Over the last five years, ateam of national |aboratory
experts, working in partnership with the energy industry, has successfully applied the
methodology as part of OEA’s Vulnerability Assessment Program (VAP) to help energy-sector
organizations identify and understand the threats to and vulnerabilities (physical and cyber) of
their infrastructures. Lessons learned from these assessments, as well as best practice approaches
to mitigate vulnerabilities, are being continuing to be documented in related reports.

The purpose of thisreport is to provide a methodology resource for the electric power industry.
No one vulnerability assessment methodology has all the answers. Companies should consider
for themselves the applicability of the vulnerability assessment el ements to their individual
situation. Each company should determine which elements are applicable (if any) along with the
appropriate level of detail.

1.2 BACKGROUND

The primary mission of OEA isto work with the national energy sector in developing the
capability required for assuring the nation’s energy infrastructures. This mission encompasses
the physical and cyber components of the electric power, oil, and natura gas infrastructures, the

i nterdependencies among these components, and the interdependencies with the other critical
national infrastructures. The mission also includes identifying DOE technologies and capabilities
that can help assure our nation’s critical energy infrastructures and facilitating their use by the
private sector and other federal agencies.

VAPisanintegra part of the overall OEA strategy in critical infrastructure protection where the
Department, as the federal government lead agency for the energy sector, partners with industry
to address vital issues of mutual interest. The specific objective of the program isto partner with



the energy industry (electric power, oil, and natural gas) to “develop and implement a
vulnerability awareness and education program for their sector” to enhance the security of the
energy infrastructure, as directed by PDD-63. To accomplish the mission, the program is
designed to develop, validate, and disseminate assessment and survey methodologies with
associated tools to assist in the implementation; provide training and technical assistance; and
stimulate action to mitigate significant problems.

Fourteen vulnerability assessments (and 20 vulnerability surveys/quick-turnaround assessments)
have been completed under thisinitiative (several more are in progress and in the planning
stages). To date, 13 of the vulnerability assessments and 10 of the vulnerability surveys have
focused on the el ectric power infrastructure. Facilities examined included generation,
transmission, and distribution facilities along with independent system operators. Assessments
addressed key energy organizations whose operations, if disrupted, would have broad regional or
national impact. This report presents the methodology that was performed on these electric
power facilities.

1.3 REPORT ORGANIZATION

The remainder of thisreport is organized as follows. Section 1.4 discusses the benefits of
vulnerability assessments and surveys. Section 2 discusses the motivation for the Vulnerability
Assessment Program and provides an overview of the three steps in the assessment process—
pre-assessment, assessment, and post-assessment. Sections 3, 4, and 5 discuss each of these

steps.

1.4 BENEFITS OF ASSESSMENTS

Energy utilities should routinely perform vulnerability assessments to better understand threats
and vulnerabilities, determine acceptable levels of risk, and stimulate action to mitigate identified
vulnerabilities. The direct benefits of performing a vulnerability assessment include:

e Build and broaden awar eness. The assessment process directs senior management’s
attention to security. Security issues, risks, vulnerabilities, mitigation options, and best
practices are brought to the surface. Awareness is one of the least expensive and most
effective methods for improving the organization’s overall security posture.

e Establish or evaluate against a baseline. If a baseline has been previoudy established,
an assessment is an opportunity for a checkup to gauge the improvement or deterioration
of an organization’s security posture. If no previous baseline has been performed (or the
work was not uniform or comprehensive), an assessment is an opportunity to integrate
and unify previous efforts, define common metrics, and establish a definitive baseline.
The baseline also can be compared against best practices to provide perspective on an
organization’s security posture.



I dentify vulnerabilities and develop responses. Generating lists of vulnerabilities and
potential responsesis usually a core activity and outcome of an assessment. Sometimes,
due to budget, time, complexity, and risk considerations, the response selected for many
of the vulnerabilities may be non-action, but after completing the assessment process,
these decisions will be conscious ones, with a documented decision process and item-by-
item rationale available for revisiting issues at scheduled intervals. Thisinformation can
help drive or motivate the devel opment of a risk management process.

Categorize key assets and drive therisk management process. An assessment can be a
vehicle for reaching corporate-wide consensus on a hierarchy of key assets. This ranking,
combined with threat, vulnerability, and risk analysis, is at the heart of any risk
management process. For many organizations, the Y 2K threat was the first time a
company-wide inventory and ranking of key assets was attempted. An assessment allows
an organization to revisit that list from abroader and more comprehensive perspective.

Develop and build internal skillsand expertise. A security assessment, when not
implemented in an “audit” mode, can serve as an excellent opportunity to build security
skills and expertise within an organization. A well-structured assessment can have
elements that serve as aforum for cross-cutting groups to come together and share issues,
experiences, and expertise. External assessors can be instructed to emphasize “teaching
and collaborating” rather than “evaluating” (the traditional role). Whatever an
organization’s current level of sophistication, along-term goal should be to move that
organization toward a capability for self-assessment.

Promote action. Although disparate security efforts may be underway in an

organization, an assessment can crystallize and focus management attention and
resources on solving specific and systemic security problems. Often the people in the
trenches are well aware of security issues (and even potential solutions) but are unable to
convert their awareness to action. An assessment provides an outlet for their concerns and
the potentia to surface these issues at appropriate levels (legal, financial, executive) and
achieve action. A well-designed and executed assessment not only identifies
vulnerabilities and makes recommendations, it also gains executive buy-in, identifies key
players, and establishes a set of cross-cutting groups that can convert those
recommendations into action.

Kick off an ongoing security effort. An assessment can be used as a catalyst to involve
people throughout the organization in security issues, build cross-cutting teams, establish
permanent forums and councils, and harness the momentum generated by the assessment
to build an ongoing institutional security effort. The assessment can lead to the creation
of either an actual or avirtual (matrixed) security organization.



2 VULNERABILITY ASSESSMENT PROCESS

Figure 2.1 provides an overview of the assessment methodology. As shown, the methodology is
divided into three basic phases. pre-assessment, assessment, and post-assessment. Each phase
consists of a series of elements or tasks that have been designed by the VAP team of national
laboratory experts. Lessons learned have been captured and used to enhance and, when
appropriate, expand the methodology. The specific elements or tasks associated with each
assessment phase can be tailored to meet specific assessment objectives. Although the
methodology has incorporated unique elements that leverage the expertise of the national
laboratories, the methodology can be adapted for self-assessment.

A number of assessment techniques, methods, and approaches used by other organizations
(public and private-sector) have been examined in developing the methodology shown in
Figure 2.1. Thisincludes information gathered through open literature, presentations, classroom
instructions, and discussions. In addition, elements of the methodology have been derived from
ongoing DOE security and infrastructure assurance programs. In particular, the significant
investment by DOE in the development of policies, procedures, processes, and technologies to
solve the challenge of protecting the nation’s most sensitive information and special nuclear
materials has provided a foundation for thisinitiative. The basic VAP philosophy isto leverage
vulnerability assessment techniques, methods, and approaches that have proven to be useful and
useable.
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3 PRE-ASSESSMENT

The pre-assessment phase involves defining the scope of the assessment, establishing appropriate
information protection procedures, and identifying and ranking critical assets. Each of these
activitiesis critical in ensuring the success of the assessment.

3.1 SCOPE OF ASSESSMENT

A wide range of activities areinvolved in defining the scope of the assessment. These include
identifying the assessment objectives and measures of success, specifying the el ements of the
methodology that will be included in the assessment, engaging knowledgeable personnel and
ensuring access to resources and information, deciding on the type of assessment (internal,
facilitated, external, hybrid) to be conducted, and devel oping an assessment schedule.

Assessment objectives and measures of success define the assessment and must be tailored to the
organization. Possible objectives include the following:

e Identify al critical vulnerabilities—physical, cyber, and interdependencies—and develop
appropriate response options.

e Identify and rank all key assets from a security perspective.

e Develop the business case for making security investments and organizational changes
that will enhance security.

e Enhance awareness and make security an integral part of the business strategy.

The process of setting the assessment objectives will help to define the specific elements of the
methodology that will be included in the assessment. As shown in Figure 2.1, 10 assessment
elements are included in the methodology. The appropriateness of each and the level of detail
must be examined in the context of the assessment objectives.

As defined below, there are four basic strategies for conducting assessments:

¢ Internal. In-house technical and organizational expertiseis used to perform the
assessment. I|n most cases, internal staff members have the distinct advantage of having a
clear understanding of the domain, organization, technology, and policies and practices
currently in effect. In addition, in-house experts often bring both a historical perspective
and a sense of future plans.

e Facilitated. In-house technical experts, guided by an outside facilitator, are used to
perform the assessment. This option allows a company to offload the organizational and
methodological aspects of the assessment to the facilitator and more efficiently leverage
internal staff for their specific domain and technical expertise.



e External. An externa assessment team, such asthe OEA national |aboratory
vulnerability assessment team or a private contractor, conducts the assessment. This
approach bring outside objectivity, intra- and inter-industry perspectives, visibility into
trends and benchmarks, access to specialized staff with specific expertise, and oftentimes
increased credibility with executive management.

e Hybrid. Internal staff members perform some elements or tasks, and external experts
conduct others.

Because organizations typically do not have the breadth or depth of in-house expertise available
to conduct comprehensive vulnerability assessments of the scope defined in Figure 2.1, external
expertise is both necessary and desirable. It is also important to note that effective planning,
scheduling, coordination, and logistics are as important to completing a successful assessment as
assembling a qualified assessment team.

If external expertise is used, well-defined information protection procedures must be established.
When the OEA national laboratory team conducts an assessment, a nondisclosure agreement is
typically developed that defines the policies for the storage, transmission, handling, and
disposition of al sensitive data gathered and generated during the assessment.

3.2 CRITICAL ASSET IDENTIFICATION

The final pre-assessment task isto identify and rank critical assets. Thisis an enterprise-wide
ranking of the vital systems, facilities, processes, and information necessary to maintain
continuity of service. The objective is to focus the assessment and support the risk analysis
process (a process that culminates in ranked options for action). Lists created for Y 2K and
contingency planning can be a helpful starting point, but a careful analysis of critical assetsis
needed to ensure that current threats and new critical infrastructure assurance considerations,
such as interdependencies, are addressed.

Modern enterprises seek to manage risk in a manner that manages cost while providing adequate
protection or mitigation against loss. Delineating the relative importance of corporate assetsis
necessary for managing risk, but determining their specific importance or criticality israrely
straightforward, particularly in large and complex organizations. The role of critical asset
identification within arisk management structure is described. The method (a workshop) of
taking the first steps in identifying and categorizing the assets is then described, along with
sample results.

Role of Critical Asset | dentification in Risk Management

The general objective of critical asset identification is straightforward — to identify and
prioritize assets according to how critical they are to the company. The result is used to focus the
vulnerability assessment. For example, if a supervisory control and data acquisition (SCADA)
system were ranked higher than a particular facility with a network, firewalls, etc., the SCADA
system would be assessed (theoretically) before the facility network. Caution must be exercised,
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however, to ensure the network does not provide access to the SCADA system, thus elevating it
to the same priority.

The results of the critical assets identification task are closely linked to the risk characterization
task conducted later in the assessment. The primary difference is that the pre-assessment meeting
that accomplishesthisisthe preliminary act of bringing together representatives from across the
enterprise to delineate and prioritize assets for the vulnerability assessment. The risk
characterization task focuses on the resulting investment and implementation priorities. It
requires information on the criticality (or consequences of 10ss) for assets so that evaluation of
the risk benefits or investment can be ranked. For example, assets with low criticality

(e.g., whose disruption would result in low consequences) would not merit substantial
investment in protection. Such evaluation requires a sense of the cost associated with the
consequences, which can be obtained directly or indirectly by utility staff during the workshop.

It isimportant to use an approach that evaluates all the important corporate assets against a
common (across the enterprise) set of criteria. The result is auniform enterprise-wide
prioritization, rather than a business unit by business unit prioritization. This uniformity avoids
the disparity in ranking that frequently develops when each business unit conducts its own
prioritization. It also provides uniform treatment to common assets such as communications and
information technology (IT) networks services.

Identifying asset criticality isavital element of assessing and managing risk. A typical security-
based risk management process is depicted in Figure 3.1.

Determine Criticality/ Identify

e Consequence of Loss and
Identification =  Assess
Threats

Identify and Assess
Vulnerabilities

Probability of Loss Consequence of Loss

DETERMINE |

-
RISK Repeat
LEVEL Until
Acceptable

DETERMINE
ACCEPTABILITY Marginally Acceptable Risks — Consider Action

Risks Acceptable — No Action

Perform
Cost/Benefit
Analysis

Implementation F

Identify
Risk Reduction
Options
Acceptable Not

Acceptable

Figure 3.1 Example Risk Management Process (Source: adapted from Federal
Aviation Agency, 2000)
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Identification of asset criticality serves severa functions:

As previously indicated, identifying the criticality of assetsis used primarily to focus the
vulnerability analysis efforts. It also assists with the ranking of the various recommendations for
reducing vulnerabilities. Appendix A contains more detailed information on the critical asset
methodology, including the critical asset workshop to assist in developing the list of critical

It enables more careful consideration of factors that affect risk, including threats,
vulnerabilities, and consequences of 1oss or compromise of the asset.

It enables more focused and thorough consideration of risk mitigation options.

It enables leaders to develop robust methods for managing consequences of asset loss

(restoration).

It provides a means to increase awareness of a broad range of employees to protect truly
critical assets and to differentiate in policies and procedures the heightened protection

they require.

assets for the facility.

Potentia electric power infrastructure critical assets can include:

Physical

Generators

Substations

Transformers

Transmission lines

Distribution lines

Control center

Warehouses (e.g., equipment, spare parts)

Office buildings

Internal and external infrastructure dependencies

SCADA system

Networks

Databases

Business systems (e.g., trading, accounting, human resources)
Telecommunications

Interdependencies

Single-point nodes of failures
Critical infrastructure components of high reliance
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4 VULNERABILITY ASSESSMENT METHODOLOGY

As shown in Figure 2.1, the assessment methodology consists of 10 elements. Each element
along with its section numbering is listed below.

4.1 Network architecture

4.2 Threat environment

4.3 Penetration testing

4.4 Physical security

45 Physical asset anaysis

4.6 Operations security

4.7 Policiesand procedures

4.8 Impact anayss

4.9 Infrastructure interdependencies
4.10 Risk characterization

High-level summaries from each element area are provided below. Appendix B contains the
reguest for information for each element, and Appendix C contains more detailed information on
the methodol ogy used for each element, including the approach, process, and tips for each
element.

41 NETWORK ARCHITECTURE

This element provides an analysis of the information assurance features of the information
network(s) associated with the organization’s critical information systems. Information examined
should include network topology and connectivity (including subnets), principal information
assets, interface and communication protocols, function and linkage of major software and
hardware components (especially those associated with information security such asintrusion
detectors), and policies and procedures that govern security features of the network.

Procedures for information assurance in the system, including authentication of access and
management of access authorization, should be reviewed. The assessment should identify any
obvious concerns related to architectural vulnerabilities, as well as operating procedures.
Existing security plans should be evaluated, and the results of any prior testing should be
analyzed. Results from the network architecture assessment should include potential
recommendations for changes in the information architecture, functional areas and categories
where testing is heeded, and suggestions regarding system design that would enable more
effective information and information system protection.

Three techniques are used in conducting the network architecture assessment:

1. Analysisof network and system documentation during and after the site visit;
2. Interviews with facility staff, managers, and Chief Information Officer; and
3. Toursand physical inspections of key facilities.
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(The request for information for network architectureisin Appendix B, Section B.1, and the
methodol ogy description isin Appendix C, Section C.1.)

4.2 THREAT ENVIRONMENT

Development of a clear understanding of the threat environment is afundamental element of risk
management. WWhen combined with an appreciation of the value of the information assets and
systems, and the impact of unauthorized access and subsequent malicious activity, an
understanding of threats provides a basis for better defining the level of investment needed to
prevent such access.

Thethreat of aterrorist attack to the electric power infrastructureis real and could come from
several areas, including physical, cyber, and interdependency. In addition, threats could come
from individuals or organizations motivated by financial gain or persons who derive pleasure
from such penetration (e.g., recreational hackers, disgruntled employees). Other possible sources
of threats are those who want to accomplish extremist goals (e.g., environmental terrorists,
antinuclear advocates) or embarrass one or more organizations.

This element should include a characterization of these and other threats, identification of trends
in these threats, and ways in which vulnerabilities are exploited. To the extent possible,
characterization of the threat environment should be localized, that is, within the organization’s
service area.

(The request for information for threat environment isin Appendix B, Section B.2, and the
methodology description isin Appendix C, Section C.2.)

4.3 PENETRATION TESTING

The purpose of network penetration testing is to utilize active scanning and penetration tools to
identify vulnerabilities that a determined adversary could easily exploit. Penetration testing can
be customized to meet the specific needs and concerns of the utility. In general, penetration
testing should include a test plan and details on the rules of engagement (ROE). It should also
include a general characterization of the access points to the critical information systems and
communication interface connections, modem network connections, access points to principal
network routers, and other external connections. Finally, penetration testing should include
identified vulnerabilities and, in particular, whether access could be gained to the control
network or specific subsystems or devices that have acritical role in assuring continuity of
service.

Penetration testing consists of an overall process for establishing the ground rules or ROE for
the test; establishing awhite cell for continuous communication; developing aformat or
methodology for the test; conducting the test; and generating afinal report that details methods,
findings, and recommendations.

14



Penetration testing methodology consists of three phases. reconnaissance, scenario development,
and exploitation. A one-time penetration test can provide the utility with valuable feedback;
however, it isfar more effective if performed on aregular basis. Repeated testing is
recommended because new threats develop continuously, and the networks, computers, and
architecture of the utility are likely to change over time.

(The request for information for penetration testing isin Appendix B, Section B.3, and the
methodol ogy description isin Appendix C, Section C.3.)

4.4  PHYSICAL SECURITY

The purpose of physical security assessment isto examine and evaluate the systems in place (or
being planned) and to identify potential improvementsin this areafor the sites evaluated.
Physical security systems include access controls, barriers, locks and keys, badges and passes,
intrusion detection devices and associated alarm reporting and display, closed-circuit television
(assessment and surveillance), communications equipment (tel ephone, two-way radio, intercom,
cellular), lighting (interior and exterior), power sources (line, battery, generator), inventory
control, postings (signs), security system wiring, and protective force. Physical security systems
are reviewed for design, installation, operation, maintenance, and testing.

The physical security assessment should focus on those sites directly related to the critical
facilities, including information systems and assets required for operation. Typically included are
facilities that house critical equipment or information assets or networks dedicated to the
operation of electric or gas transmission, storage, or delivery systems. Other facilities can be
included on the basis of criteria specified by the organization being assessed. Appropriate levels
of physical security are contingent upon the value of company assets, the potential threats to
these assets, and the cost associated with protecting the assets. Once the cost of
implementing/maintaining physical security programsis known, it can be compared to the value
of the company assets, thus providing the necessary information for risk management decisions.
The focus of the physical security assessment task is determined by prioritizing the company
assets; that is, the most critical assets receive the maority of the assessment activity.

At the start of the assessment, survey personnel should develop a prioritized listing of company
assets (see Appendix A). Thislist should be discussed with company personnel to identify areas
of security strengths and weaknesses. During these initia interviews, assessment areas that
would provide the most benefit to the company should be identified; once known, they should
become the major focus of the assessment activities.

The physical security assessment of each focus area usually consists of the following:

Physical security program (general)
Physical security program (planning)
Barriers

Access controls/badges

Lockgkeys

15



e Intrusion detection systems
e Communications equipment
e Protective force/local law enforcement agency

The key to reviewing the above topicsis not to just identify if they exist but to determine the
appropriate level that is necessary and consistent with the value of the asset being protected. The
physical security assessment worksheets provide guidance on appropriate levels of protection.

Once the focus and content of the assessment task have been identified, the approach to
conducting the assessment can be either at the “implementation level” or at the “ organizational
level.” The approach taken depends on the maturity of the security program.

For example, a company with a solid security infrastructure (staffing, plans/procedures, funding)
should receive a cursory review of these items; however, facilities where the security programs
are being implemented should receive a detailed review. The security staff can act upon
deficiencies found at the facilities, once reported.

For companies with an insufficient security organization, the majority of time spent on the
assessment should take place at the organizational level to identify the appropriate staffing /
funding necessary to implement security programs to protect company assets. Research into
specific facility deficiencies should be limited to finding just enough examples to support any
staffing / funding recommendations.

(The request for information for physical security isin Appendix B, Section B.4, and the
methodol ogy description isin Appendix C, Section C.4.)

45 PHYSICAL ASSET ANALYSIS

The purpose of the physical asset analysis is to examine the systems and physical operational
assets to ascertain whether vulnerabilities exist. Included in this element is an examination of
asset utilization, system redundancies, and emergency operating procedures. Consideration
should also be given to the topology and operating practices for electric and gas transmission,
processing, storage, and delivery, looking specifically for those elements that either singly or in
concert with other factors provide a high potential for disrupting service. This portion of the
assessment determines company and industry trends regarding these physical assets. Historic
trends, such as asset utilization, maintenance, new infrastructure investments, spare parts,
SCADA linkages, and field personnel are part of the scoping element (see Section 3.1).

The proposed methodology for physical assets is based on a macro-level approach. The analysis
can be performed with company data, public data, or both. Some companies might not have
readily available data or might be reluctant to share that data.

Key output from analysis should be graphs that show trends. The historic data analysis should be

supplemented with on-site interviews and visits. Items to focus on during a site visit include the
following:
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Trendsin field staffing

Trends in maintenance expenditures

Trends in infrastructure investments

Historic infrastructure outages

Critical system components and potential system bottlenecks
Overall system operation controls

Use and dependency of SCADA systems

Linkages of operation staff with physical and IT security
Adequate policies and procedures

Communications with other regional utilities
Communications with external infrastructure providers
Adeguate organizational structure

(The request for information for physical asset analysis isin Appendix B, Section B.5, and the
methodol ogy description isin Appendix C, Section C.5.)

4.6 OPERATIONS SECURITY

Operations security (OPSEC) is the systematic process of denying potential adversaries
(including competitors or their agents) information about capabilities and intentions of the host
organization. OPSEC involves identifying, controlling, and protecting generally nonsensitive
activities concerning planning and execution of sensitive activities. The OPSEC assessment
reviews the processes and practices employed for denying adversary access to sensitive and
nonsensitive information that might inappropriately aid or abet an individual’s or organization’s
disproportionate influence over system operation (e.g., electric markets, grid operations). This
assessment should include areview of security training and awareness programs, discussions
with key staff, and tours of appropriate principal facilities. Information that might be available
through public access should also be reviewed.

(The request for information for operations security isin Appendix B, Section B.6, and the
methodology description isin Appendix C, Section C.6.)

4.7 POLICIESAND PROCEDURES

The policies and procedures by which security is administered (1) provide the basis for
identifying and resolving issues; (2) establish the standards of reference for policy
implementation; and (3) define and communicate roles, responsibilities, authorities, and
accountabilities (R?A?) for all individuals and organizations that interface with critical systems.
They are the backbone for decisions and day-to-day security operations. Security policies and
procedures become particularly important at times when multiple parties must interact to effect a
desired level of security and when substantial legal ramifications could result from policy
violations. Policies and procedures should be reviewed to determine whether they (1) address the
key factors affecting security; (2) enable effective compliance, implementation, and
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enforcement; (3) reference or conform to established standards; (4) provide clear and
comprehensive guidance; and (5) effectively address the R?A%

The objective of the policies and procedures assessment task isto develop a comprehensive
understanding of how afacility protectsits critical assets through the development and
implementation of policies and procedures. Understanding and assessing this area provide a
means of identifying strengths and areas for improvements that can be achieved through:

Modification of current policies and procedures

Implementation of current policies and procedures

Development and implementation of new policies and procedures

Assurance of compliance with policies and procedures

Cancellation of policies and procedures that are no longer relevant, or are inappropriate,
for the facility’s current strategy and operations

(The request for information for policies and proceduresisin Appendix B, Section B.7, and the
methodology description isin Appendix C, Section C.7.)

4.8 IMPACT ANALYSIS

A detailed analysis should be conducted to determine the influence that exploitation of
unauthorized access to critical facilities or information systems might have on an organization’s
operations (e.g., market and/or physical operations). In general, such an analysis would require
thorough understanding of (1) the applications and their information processing, (2) decisions
influenced by thisinformation, (3) independent checks and balances that might exist regarding
information upon which decisions are made, (4) factors that might mitigate the impact of
unauthorized access, and (5) secondary impacts of such access (e.g., potentia destabilization of
organizations serving the grid, particularly those affecting reliability or safety). Similarly, the
physical chain of events following disruption, including the primary, secondary, and tertiary
impacts of disruption, should be examined.

The purpose of the impact analysisis to help estimate the impact that outages could have on a
utility. Outagesin electric power, natural gas, and oil can have significant financial and external
consequences to a utility. The impact analysis provides an introduction to risk characterization
by providing quantitative estimates of these impacts so that the utility can implement arisk
management program and weigh the risks and costs of various mitigation measures.

(The request for information for impact analysis is in Appendix B, Section B.8, and the
methodology description isin Appendix C, Section C.8.)

49 INFRASTRUCTURE INTERDEPENDENCIES

The term “infrastructure interdependencies’ refersto the physical and electronic (cyber)
linkages within and among our nation’s critical infrastructures — energy (electric power,
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oil, natural gas), telecommunications, transportation, water supply systems, banking and
finance, emergency services, and government services. Thistask identifies the direct
infrastructure linkages between and among the infrastructures that support critical
facilities as recognized by the organization. Performance of this task requires a detailed
understanding of an organization’s functions, internal infrastructures, and how these link
to external infrastructures.

The purpose of the infrastructure interdependencies assessment is to examine and eval uate the
infrastructures (internal and external) that support critical facility functions, along with their
associated interdependencies and vulnerabilities.

(The request for information for infrastructure interdependenciesisin Appendix B, Section B.9,
and the methodology description isin Appendix C, Section C.9.)

4.10 RISK CHARACTERIZATION

Risk characterization provides a framework for prioritizing recommendations across all task
areas. The recommendations for each task area are judged against a set of criteriato help
prioritize the recommendations and assist the organization in determining the appropriate course
of action. It provides aframework for assessing vulnerabilities, threats, and potential impacts
(determined in the other tasks). In addition, the existing risk analysis and management process at
the organization should be reviewed and, if appropriate, utilized for prioritizing
recommendations. The degree to which corporate risk management includes security factorsis
also evaluated.

(The request for information for risk characterization isin Appendix B, Section B.10, and the
methodology description isin Appendix C, Section C.10.)
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5 POST-ASSESSMENT

The post-assessment phase involves prioritizing assessment recommendations, developing an
action plan, capturing lessons learned and best practices, and conducting training. The risk
characterization element results provide the basis for the post-assessment by providing
prioritized lists of recommendations that are ranked by key criteria. The company should take the
prioritized lists and validate the recommendations and costs. Recommendations that are low cost
or result in cost savings should be singled out for special attention. Other recommendations,
however, might require formidable financial resources for implementation and require
knowledge of the current company financia situation and posture toward risk.

Each company should carefully evaluate the costs and benefits of each recommendation.
Recommendations compared in this section include making trade-offs in improvements in each
of the other element areas. For example, which physical security measures should be selected
versus changes in policies and procedures and network architecture? These are difficult
decisions to make and a risk management framework combined with adiverse group of company
decision makers should be a part of this decision making process.

The next step isto develop an action plan that includes timelines, staffing assignments, and
budgets to implement the proposed recommendations. Lessons learned should be captured along
the way to improve the overall processin the future. Training and other technical support
activities, such as workshops, are also appropriate throughout the process.
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APPENDIX A: CRITICAL ASSETS METHODOLOGY

Critical Asset Identification

One approach used to identify critical assetsisto conduct a Pre-Assessment Workshop. Thisisa
facilitated workshop involving representatives from awide diversity of organizational elements.
It can provide a cost-effective, one-day session to generate an estimate that is adequate for
initiating the assessment process.

The workshop is conducted on the basis of three general steps:

e Thedefinitions and attributes of criticality are reviewed.

e The corporate assets list is generated, based on an intuitive basis of criticality.

e Consensusisreached on the individual assets evaluated and ranked against those
attributes.

In addition, a separate listing of special focus areas can be developed. This can provide
flexibility for including extraordinary items, that might not otherwise qualify under the criteria,
but which are viewed to be sufficiently important to warrant inclusion in the assessment.

It isimportant that the Pre-A ssessment Workshop have representation from all sectors of the
enterprise that have or control valuable assets or processes. The representatives should have a
reasonabl e understanding of the operational workings of the company, aswell as finance,
auditing, risk management, and security. It is not unusual, for example, for the audit group to
provide a uniquely balanced perspective of the nontangible assets criticality.

Minimum representation from the following elements is suggested: Corporate Security (or
information technology [1T] Security, Physical Security), IT, Administration, Legal, Operations
(such as Generation, Transmission, Distribution, Gas Storage, etc.), Audit & Risk Management,
Finance, and Human Resources.

All representatives need to cometo the wor kshop with their organizations' list of critical
assets and be prepared to discuss the corpor ate ranking of the assets.

Consequence Basis for Critical Asset Identification

Thefirst step in determining critical assets is to define criticality. Criticality isin the eye of the
beholder, and therefore a diverse set of corporate perspectives and knowledge sets must be
represented when defining it.

The initial workshop will be the first experience many of the participants will have in this type of

endeavor. It isreasonable to expect that some time will be spent instructing the participants in
the process and achieving consensus on issues such as the criticality criteriaand attributes.
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The primary basis for considering criticality is the severity of consequences associated with loss
or compromise of the asset. The consequences of asset |0ss or compromise can have many
different dimensions. Therefore, the first portion of the workshop will concentrate on reviewing
the determination of those dimensions and associating attributes with different levels of
consequences. Three levels of criticality (consequences) may be used for theinitial Pre-
Assessment Workshop. Thisisfor ease of analysis and documentation, and recognizes that finer
resolution may be difficult in aninitial exercise of thistype. The dimensions of criticality
determined are likely to be similar to those of many organizations; however, the attributes that
distinguish between various levels of criticality may be unique.

A general guide for developing the criteriafor criticality for an energy industry vulnerability
assessment might consider the following.

An asset (facility, IT system, node, or network) is considered critical if its destruction,
incapacitation, or compromise would:

Jeopardize the company’ s long term survival

Have a serious, harmful effect on the company
Adversely affect the company’ s operations or image
Require near-term, if not immediate remediation

The participants may wish to identify specific, recognizable events or symptoms for each
criterion to provide amore clearly defined “trigger.” For example, they may define the “high”
attribute as, “Would this result in immediate action by the Board of Directors or CEO,” and use
it as adiscriminator to determine critical consequences.

Ranking of recommendations is done in the risk characterization task, but it requires
identification of financial consequences of asset loss. For instance, financia losses are defined
for each attribute level ranging from ahigh level (e.g., greater than $1 billion) to alow level
(e.g., lessthan $50,000). An approach used in some risk assessments assigns five levels (as
opposed to three above) with an appropriate financial consequence associated with each level.
Financial consequences of the loss of some assets are difficult to estimate. For these, financial
consequences can be assigned because they are valued at alevel of similar impact. Hence, the
financial consequences can be assumed to be similar. For instance, one might equate the impact
of the loss of brand name (which is difficult to assess financially) with the loss of amgjor facility
(whose financial impact is easier to estimate). For evaluating the cost-benefit of mitigating the
risks associated with these assets, it would be assumed that they have the same financial
consequence if compromised.

It isimportant to recognize that many of the assets, functions, processes, systems, etc., that are
part of a company are very important, but not declared critical. This should not be interpreted as
adetermination that such assets offer little risk and thus should not be protected. At most, it
means that consequences of loss place it lower on the hierarchy for thorough assessment and
investment for remediation.
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Risks to such assets may still be significant if the threats and vulnerabilities are high. However,
many of the measures (e.g., policies and procedures, badging) used to address assets that are
more critical also facilitate risk reduction broadly for all assets, including those designated a
lower level of criticality. Conversely, an absence of broadly applied security measures, including
policies and procedures, increases vulnerability for critical assets for obvious reasons. It also has
the indirect effect of increasing vulnerability due to alack of uniformly educated and alert staff.

Table A.1 provides an example of criticality/consequence dimensions and attributes. The actual
dimensions and attributes will vary by company and should be developed by the participantsin

the workshop. A broad range of attributes should be explored, focusing on attributes that can
identify assets that if lost, disrupted, or compromised would have significant consequences.

Table A.1 Criticality/Consequence Dimensions and Attributes

Criticality/Consequence Criticality/
Dimensions Consequence
Attributes
CONSEQUENCE
Item High (Board of Medium Low
Directors/CEQ)
Legal Liability

o Property damage

Mitigated by insurance

Mitigated by insurance

0 Health and safety

Multiple loss of life

Loss of life

Minor injury, lost time

o Customer relations

Regional loss of
service, >48 hrs

System-wide loss of
service

Localized loss of
service

0 Service interruption

Regional loss of
service, long term

Industrial/large
commercial outage,
safety health (hospital,
nursing home)

Small
commercial/residential
outage

Environmental, Safety
and Health

0 Regulatory, environment
and safety

Multiple loss of life,
major
environmental
release

Criminal consequence
for corp. officer or major
negative media event

Minor violation or
media exposure

o Employee and labor
relations

Property-wide
strike and sick-in,
service disruption

Property-wide strike

Breach of trust,
uncoordinated strike

Financial

o Shareholder value

Bond rating
devaluation to well
below investment
grade

Bond rating drop of
3 levels, stock
devaluation of
$500 million

Bond rating drop of
1 level
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Criticality/Consequence Criticality/
Dimensions Conseguence
Attributes
CONSEQUENCE
ltem High (Board of Medium Low

Directors/CEOQ)

o Corporate image

Unexpected executive
management exit

Frequent and large
billing errors, service
deterioration

o

Community relations

Alienation of
community

Irritation of community

Disgruntled activists

o

Competitive impact

Loss of major
strategic asset

Loss of medium
strategic asset (incl.
major class of
customers)

Loss of major
nonstrategic asset —
customers, suppliers

0 Business interruption

Executive plane
accident

Loss of LAN,
telecommunications for
1 month

(o]

Supply chain impact

Loss of XYZ supply
>30 days

Critical equipment
failure (replacement
issue), transformer, key
compressor station or
gate station or
equivalent failure

o Political impact Significant increase Significant change in
in reg. oversight administration (e.g., at
(state or federal) Public Utility
Commission)
Operations

0 Operations, including
unregulated

Total loss of ABC
system

Loss of DEF facility

Disruption of
operations for 1 week.

0 Operations, energy
delivery

Simultaneous,
coordinated attack
on multiassets/
adversary control
over SCADA/RTU,
loss of all
communications

System-wide loss of
service, loss of multi-
communications

Loss of one major
asset

o Operations,
generation/production

Simultaneous
coordinated loss of
multigenerational
sites, massive
security breach at
high-visibility,
critical facility

Adversarial control over
SCADA/RTU, system-
wide loss of service

Loss of one major
asset
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Critical Asset List

After identifying the criticality dimensions and attributes, the next step in the workshop isto
have the attendees list significant assets that might be potentially critical. Thisincludes both
information assets (data, applications, networks, systems, processes), as well as physical assets.

After listing the assets, the participants revisit each item and classify it according to criticality.
Although the listing from the initial workshop would probably not be exhaustive, it typically
would provide aranking suitable for evaluating major assets for vulnerabilities and provide a
ranking of measures for reducing vulnerability and risk.

An example of results comprising an asset listing is provided in Table A.2. It is also important to
note which assets have a criticality that depends on the operating or other state of the asset at the
time the asset |oss occurs. For example, if anumber of other assets are out of service, a particular
asset could become more critical. In general, these assets rank bel ow those assets with
unconditional criticality.

Table A.2 Critical Asset Listing
(Assets rated as having High Criticality)

Information Assets Physical Assets

Special Focus Areas

In addition to critical assets, additional assets or topic areas can be identified that may not fit
cleanly within the dimensions and attributes, perhaps because criticality information is not
available. Examples might be:

e Remote access from other divisions, supply chain, and other vendors
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Emergency management system vendor access
Generation vendor access

“Special” employee modem access

Relays — access viamodem and related laptop data
Corporate policies regarding access via modem
Network interconnection (e.g., network to network)

Information to Assist in Determining Critical Assets and Components

e |dentify your mission-critical:
o systems,
o networks,
o applications, and
o data
e |dentify the top five areas of concern that we should focus on and explain why they are
important.
e Provide results/reports from any previous testing or analysis.
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APPENDIX B: REQUEST FOR INFORMATION

A preliminary request for information (RFI) is an important part of the vulnerability assessment.
The RFI, along with identifying key staff to meet with, isimportant in the accurate and timely
completion of the vulnerability assessment. Some of the RFI sections are quite detailed and may
request information that is either not available or cannot be produced in advance of the on-site
assessment. In this case, any information that cannot be made available should be noted.

The RFI elementsincluded are:

B.1— Network architecture

B.2— Threat environment

B.3— Penetration testing

B.4— Physical security

B.5— Physical asset anaysis

B.6— Operations security

B.7— Policies and procedures

B.8— Impact analysis

B.9— Infrastructure interdependencies
B.10— Risk characterization

Each vulnerability assessment element contains information request, personnel to interview, and
issues to address. The information request provides key information to that specific element so
that the analyst can be better prepared for the on-site assessment portion. The personnel to
interview provides the facility point of contact with an idea of who to line up for interviews, and
the issues to address gives those individuals a basic idea of potential exploratory areas of
guestioning.

The information request for some elements may consist of specific information to provide
(e.g., maps, diagrams, documents), whereas others may be more like a survey with questions
designed to help the analyst better understand the current condition. Note that some staff
members are asked to be interviewed for multiple assessment elements.

B.1 Network Architecture Request for Information

Information Request

e Description of the boundaries for this assessment

e Design goalsfor thisimplementation (target performance, throughput, reliability,
availability target [99.99% uptime?])

e Description of the design process with an emphasis on generation and inclusion of
security requirements

e Current network maps (AutoCad Release 13 or earlier, Visio, or PowerPoint format) of
infrastructure supporting critical operations systems, business systems, and desktop
computing
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e Description of authentication mechanismsfor local (on-site), Internet, and dial-up access
to infrastructure systems

e Description of authorization and access control mechanisms for systems and data

e Description of technical countermeasures (firewall, filtering, proxies, intrusion detection)
currently deployed

e Network equipment (routers, switches, firewalls, intrusion detection) vendor, model, and

the version/versions of code running on the equipment

Network protocolsin use (e.g., IP, IPX, Appletalk, OSI)

Routing protocolsin use (e.g., RIP, OSPF)

Maintenance/spares for equipment kept on site

Methods for scheduling preventive maintenance (down time)

Methodology for disaster recovery, or fail-over to secondary sites

Configuration management, both in the core of the network

Network contact for clarification on infrastructure issues

Network operational policies

Network operational procedures

Network security plans

Personnel to Interview
e Chief Information Officer
Network Security Officer
Network/Infrastructure designers
Network administrator(s) to walk through the network maps
Network administrator(s) to walk through firewall configurations and/or ACLs on routers
Network administrator/administrators that manage wide area networking

Issues to Be Addressed
e Single points of failure
e Known vulnerabilities
e History of failures, break-ins, or break-in attempts

B.2 Threat Environment Request for Information

Information Request
e Do employees receive annual security briefings that contain information on potential
threats to the employee and to the company? What office is responsible for developing
and updating this presentation?
e Doesthe participant have arelationship with local, state, and federal law enforcement
agencies to maintain an understanding of potential threats facing the industry?
o If yes, what agencies and who are the points of contact for these relationships?
o Isthere an opportunity for the Vulnerability Assessment Program (VAP) to assist
participant representatives in establishing contact with local and federal law
enforcement agencies to obtain current threat information?
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e Doesthe participant have a history of physical or electronic intrusions? Has a
disgruntled/disenchanted employee ever caused, or threatened to cause, property
damage? Have any incidents involved the theft of proprietary information?

o If yes, please provide as much information as possible concerning each incident,
including preventive measures taken.

Personnel to Interview

e Physical Security Director
Chief Information Officer
Human Resources Manager
City police department representative (crime analyst)
Local FBI representative (Domestic Terrorism Department)
Local ATF representative (Domestic Terrorism and Hate Groups Departments)
US Marsha’ s representative
Local Drug Enforcement Agency representative
Local Secret Service representative
State Homeland Security representative (intelligence anal yst)
County/Sheriff’ s representative (crime analyst)
State/Highway Patrol representative (crime analyst)

Issues to Be Addressed

Historical incidents

Known threats

Specific threats to the company

Threats to the industry other than the specific company

M ethods/techniques commonly used by individual s/groups to cause damage in the

community and to gain media attention

Extreme environmental and animal rights groups in the area and their modi operandi

Known hate groups and their modi operandi

Any known connections between environmentalist/animal rights groups and hate groups

Presence of possible international terrorist organizations within the community

Size of the Muslim population within the community and organizations associated with

the Muslim community

¢ Any known connections between the Muslim community/organizations and
environmentalist/animal rights groups and hate groups

B.3 Penetration Testing Request for Information
Penetration testing is the only vulnerability assessment element that does not require an RFI. As

part of the methodology (described in Appendix C, Section C.3), the tester(s) acquire
information through public sources combined with analysis.

29



DRAFT Appendix B: Request for Information

B.4 Physical Security Request for Information

Information Request
How are the assetg/sites/facilities currently being protected?

Security Program
e |sthere adesignated security organization? (Give short description)

What is the level of management support for the security program?

Has top management established, and effectively disseminated, security policies?

Is the security policy a part of all managers’ responsibilities?

Are adequate resources (budgetary, staffing) allocated to the security program?

What is the structure of the security organization within the company? (Attach

organizational chart.)

How many staff members are assigned to the security function?

e How are security staff responsibilities broken out, by functiona area (e.g., management,
personnel, physical, protective [guard] force, information, operations security)?

e Arepolicies and procedures documented and in place for the security functional areas

(i.e., physical and operations security, review of security policies)?

Are disciplinary proceduresin place?

Is a security policy in place for handling disgruntled or at-risk employees?

Is a security policy in place for handling terminated employees?

Has an executive (senior management) protection plan been developed?

Has the issue of bomb threats been addressed in policy and communicated to personnel ?

Are telephone “Bomb Threat Checklists’ available to personnel?

Is a self-assessment program in place to eval uate the effectiveness of security programs?

Are security policies made available to company staff members?

How are company staff members made aware of security policies?

Are security staff members provided with adequate training to accomplish their

functions?

e Arecompany staff members provided with initial and refresher security
education/awareness training?

e What isthe frequency of thistraining? Are training records (attendance) maintained?

e What does the training consist of (e.g., lecture, computer-based, flyers, posters, hand-out
materials)?

e What are the expected responsibilities of management and staff with regard to security?

e How iscompany property/inventory accounted for (e.g., property tags, periodic
inventories, change control) and by whom?

e |stheft/damage of property investigated (and by whom)?

e |sapersonnel security (Employment/Human Resources) organization in place to conduct
employment screening (background checks/criminal/financial)?

StedFacilities
e What isthe layout of the site(s)? (Attach map.)
e Arebarriers and postings (no trespassing signs) in place to clearly delineate site
boundaries and advise the general public of access restrictions and control points?
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e Havethelegal aspects and prosecution options been evaluated for trespassing?

e What types of barriers are used at site boundaries (e.g., type [fencing, barricades, alarm
zones|)?

e Areaccess control posts staffed and used for entrance to the site?

e What types of entry controls are used for site access (pedestrian/vehicle gates)?

e What types of barriers are used at facility boundaries (i.e., construction materials/walls
and doors, windows/bars, one-way film)?

e Do any delineated “security” areas have restricted access (i.e., sensitive storage,
computing facilities)?

Access Control

e What methods of access control are implemented for site access?

e What methods of access control are implemented for facility access?

e Are access control staff (e.g., receptionists) used for controlling access to any
sites/facilities?

e |salock and key program in place? Who administers this program?

e Areautomated access controls (magnetic stripe, proximity card, bar code) used at the
sites/facilities? Who administers these systems?

e What isthe implementation strategy (policy) for lock and key and/or automated access
controls? (How isit determined, and who approves, the specific type of access control
device asiteffacility will use[i.e., configuration control]?)

e How do personnel request access (i.e., keys, automated access control credentials)?

e Who approves, and how isit determined, who gets access (by key or automated access
control credential) to specific areas? Are any checks made before access is granted to an
individual ?

e How, and where, do personnel obtain their approved keys/automated access control
credentials?

e How are keys/automated access control credentials tracked (e.g., entered into a database,
paper trail)?

e Areaudits conducted of the keys/automated access control programs (i.e., for
issued/lost/stolen keys)?

e What happensto an individual’s keys/automated access control credentials when he/she
voluntarily leaves employment or is terminated?

e What happensif key/automated access control credentials are determined to be lost or
stolen (e.g., locks rekeyed, access removed from automated system)?

e Isapolicy in place for delineating under what circumstances locks are to be rekeyed?

Protective Force (PF) (i.e., guards, sentries)
¢ |sthere a PF dedicated to the site (if so, give the number)?
What is the command structure of the PF? (Who reports to whom?)
What are the PF' s protection responsibilities?
Are the responsibilities delineated in policy and procedures?
Are PF personnel armed?
Are PF personnel commissioned (arrest authority, deadly force, credentials)?
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e What equipment isissued to PF personnel (vehicles, uniforms, vests, weapons,
flashlights)?

e What types of communications equipment are used (two-way radios, telephone, intercom,

cellular phone)?

Isatraining program in place for PF personnel?

What types of training are provided to PF personnel (physical, weapons, assessment)?

Who certifies and administers the training?

Are contingency plansin place for incidents that may require PF action?

Are practice exercises conducted for PF personnel?

Is an Emergency Preparedness Organization in place?

Is aFire Department and/or other hazardous material response capability in place?

Does the PF coordinate with Emergency Preparedness and Fire Department personnel

(including exercises and daily functions)?

Law Enforcement Agency (LEA)
e |sthere a LEA with site protection/incident responsibility?
e If aLEA isthe primary response agency, is a Memorandum of Understanding or other
form of agreement in place identifying the arrangement?
e What isthe LEA’s protection responsibility? (What are the expectations of the
company?)
Are the responsibilities delineated in policy and procedures?
Is asite-specific training program in place for LEA personnel?
Who administers the training?
Are contingency plansin place for incidents that may require LEA action?
Are practice exercises conducted for LEA personnel?
Does the site coordinate with LEA, Emergency Preparedness, and Fire Department
personnel on site (including exercises and daily functions)?

Intrusion Detection/Alarm Systems
e Areaarm systems used as part of the protection strategy?

What assetg/locations are protected with alarms?

What types of alarm sensors are used?

What transmission method is used for alarm systems (hardwire, RF)?

Isline supervision used for alarm lines?

Are alarm transmissions encrypted?

Where are the alarms monitored? Who monitors the alarms?

What types of alarm monitoring equipment are used?

How is alarm information reported/displayed?

Do any alarm systems interface with other emergency systems (e.g., fire detection and

suppression, HVAC, water, electric)?

Are assessment or surveillance devices (CCTV) used?

e |sadequate lighting in place (internal and external) for alarm/intrusion assessment by
CCTV and/or human means?
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e What power sources (primary and backup) are used for alarm equipment (line, generator,
battery/UPS)?

Is a performance testing/system maintenance program in place for alarm systems?

Who conducts the testing/maintenance?

What is the frequency of testing?

How is maintenance prioritized (e.g., routine, preventive, emergency)?

How are failed tests handled?

Are contingency plansin place to address system failures?

Does the PF/LEA respond to alarms?

What strategies and authorities are used by the PF/LEA to respond to alarms (delay,
interdiction, containment)?

Personnel to Interview
e Security Director
Physical Security Manager
Facilities Manager
Contractor Guard Liaison
Chief Information Officer
Chief Operations Officer
Program (i.e., control center) Operations Manager(s)
Network Security Manager
Human Resources Manager

Issues to Be Addressed

Security plan/procedures/organization
Current security strategy

Changes since 9/11

Proposed security changes
Historic/current physical security concerns

B.5 Physical Asset Analysis Request for Information

Information Request
e EXxisting security plan for physical assets
e List of facilities, control centers, etc., where equipment or personnel are stationed
e List of primary assets (including function and location) for electric operations
e System maps showing interconnectivity of assets and components, related capacities,
critical customers
Maintenance procedures and standard practices
e Emergency preparedness plan
e List and location of support equipment, such as maintenance/repair equipment,
spare/replacement parts, communications equipment, transportation equi pment
e Historic problems that have impacted system operations
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e Top (known) threats to safe and continuous operation of electric or gas operations

Personnel to Interview
e Chief Operations Officer
e Maintenance Director
e Chief Financia Officer

Issues to Be Addressed
e Maintenance practices rel ative to industry
e Investment strategies toward physical assets/maintenance
e Historic/current problems and concerns

B.6 Operations Security Request for Information

Information Request
e Sitemap
o Simplified facility (facilities) floor plan diagram
e Listal information/asset categories that are considered sensitive to the
operations/marketing functions of , inorder of relative priority
e Company policy/procedure documentation that would address:
o Information security (i.e., information protection, storage, marking, transmission,
recycling, disposal)
Operations security
Security training
Site badging
Requirements for review of information prior to distribution on company Web site
Code of Conduct statement

O 0O 0O 0O

Training
e What methods are used to distribute company security-related policies to site personnel
(e.g., hard copy, e-mail, posters, Web site, staff meetings, computer-based training, group
training)?
e Arepersonnel provided with initial and/or refresher security awareness training?
e Does the security education/awareness program address operations security issues
(e.g., information exploitable by adversaries/competitors)?

Personnel Identification
e Are badges (or other credentials) issued to site personnel ?
e Do site personnel wear badges (or other credentials)?
e |sthereavisual distinction between types of employee badges (e.g., to provide visua
indication that access to some areasis limited)?
e How isvisitor/vendor access handled for sites/facilities (e.g., visitor badges, visitor logs,
escorts, hosts)?
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e Aresite personnel encouraged/instructed to challenge individuals who do not display
badges?

e Who handlesjanitorial services (contracted out)?

e What arethejanitorial service hours?

e What level of accessisgranted to janitorial services?

Computing

e |sany processin placeto review the Internet/Intranet information content, for sensitive
information, prior to placing it on the Web?

e Who reviewsinformation for release to the public (i.e., is security involved in the review
process, as well as communications/public relations/legal)?

e Are periodic reviews conducted of the company’s public Web site for operations security
concerns (e.g., to determine if sensitive information has inadvertently been placed in the
public domain; or if nonsensitive pieces of information could be combined to produce or
lead to sensitive information)?

e |saccessto the Intranet controlled (e.g., password-protected)?

e |sapolicy in place for computer usersto use passwords (for network access) and/or
password-protected screen savers (for desktop computers)?

Information Handling
e |sapolicy in place for identifying and protecting sensitive information?
e How iscomputer processing of sensitive information handled (designated locations, use

of encryption)?

How is sensitive information marked (to identify it as sensitive)?

How is sensitive information protected (when in use, need-to-know policy)?

How is sensitive information stored (locked rooms, cabinets, security containers)?

Are specia receptacles provided for employees to discard sensitive information?

Are procedures in place for destruction of sensitive information?

How is sensitive information destroyed (e.g., shredded, burned, pul ped, buried)?

Who is responsible for the destruction of sensitive information? Isit done internaly, or

contracted out?

e Aretrash receptacles periodically inspected to determineif sensitive information has
been improperly thrown out?

e How is sensitive information transmitted and received (encryption)?

e |sthere any form of secure fax or phone set up for sensitive facsimile/voice/data
transmissions?

Additional Operations Security (Indicator/Awareness | ssues)
e Would any of the following company practices inadvertently provide an adversary or

competitor with access to sensitive information or activities of the company?

o Publishing of certain events, such as schedules, test preparations, routine switches

o Abrupt changes or cancellations of schedules

o Purchasing of specialized equipment for sensitive activities (Does purchasing
paperwork include information that could identify the sensitivity of the work
requiring such equipment?)
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O

O 0 OO

New sensitive facilities/areas (Do these areas telegraph the existence of something
special happening?)

Increased telephone calls, conferences, longer working hours (relating to sensitive
upcoming events)

Exercises to test concepts of operations immediately prior to sensitive upcoming
events

Unusual or increased levels of travel and/or conferences by senior personnel
“Taking around” sensitive subjects in locations where conversations could be heard
by unintended ears

Discussing personnel, operations, logistics, and communications plans over
nonsecure communications (phones, fax, email, radio)

Company policies and procedures that may reveal sensitive information?
Distinctive emblems or logos (e.g., markings on uniforms, equipment, or supplies),
which may indicate association with sensitive activities?

Memorandums/advance plans regarding sensitive activities or information

Access restrictions implemented prior to sensitive activities (telegraphing intentions)
Overt increases or changes in security operations prior to sensitive activities

Press rel eases, company brochures, annual reports concerning general company
activities (Do they provide more information than is necessary about staff, company
capabilities?)

Telephone listing with job titles, organizations, and other personnel information
identified?

Personnel to Interview

Physical Security Director
Chief Information Officer
Chief Operations Officer
Chief Financial Officer
Network Security Director
Human Resources Manager

Issues to Be Addressed

Protecting sensitive information

B.7 Policies and Procedures Request for Information

Information Request

The following policies, procedures, plans, documentation, or the equivalent

O OO0 O0OO0OO0OOo

Technical security and countermeasures
Communication (internal and external)
Computer security

Protected communication

Proprietary information

Emergency management

Physical security
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Operations security

Human resources (all)
Contracting

Training

Employee manual
Supervisor/manager manual
Benefits manual

Annual report

Organizational charts
Emergency management plan
Code of Conduct or other ethics statements

O 0O O0OO0OO0OO0OO0OO0OOoOO0oOOo

Personnel to Interview
e Security Officer
Emergency Management Officer
Corporate Communication Officer
Public Relations Officer
Human Resource managers
Network/System administrators
Policies/procedures devel opers/administrators
Information Security Manager
Training Manager
Contracts Officer
Corporate Attorney
Severa “general population” employees, including bargaining unit employees

Issues to be Addressed
e Life-cycle management of policies/plans/procedures
Policies/plang/proceduresin place
Education/training associated with policies/plans/procedures
Overall effectiveness of policies/plans/procedures
Alignment of policies/plans/procedures with corporate objectives and functions

B.8 Impact Analysis Request for Information

Information Request
e Historic problems that have affected system operations
e Top (known) threats to safe and continuous operation of electric or gas operations
¢ Risk management process for including impacts

Personnel to Interview
e Chief Financial Officer
e Capital Budgeting Officer
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Issues to Be Addressed
e Current practice of estimating impacts
e Current risk management practices

B.9 Infrastructure Interdependencies Request for Information

Information Request

e Building diagrams showing internal (i.e., HVAC, fire suppression) infrastructure
locations

e Building diagrams showing external (i.e., electric, telecommunications, water, natural gas
feeds) infrastructure connections to internal infrastructures and upstream routes (include
maps showing routes if available)

e List of facilities and facilities managers

e Emergency and contingency plans

¢ Risk management activities relating to interdependencies (e.g., investment criteria, risk
EXposure)

e Y2K plans (or newer contingency plans)

e Listof critical infrastructures — electric power, natural gas, oil,
telecommunications, transportation (road, rail, air), water, banking and finance,
emergency services, and government services — that the utility depends on
o What function(s) are performed with the commodity/service used?

o Who are the service providers and points of contact?

o What types of contracts/service agreements are in place?

e How would the utility be affected by disruptionsto the critical infrastructures that
servethe utility facilities? What is the severity of such disruptions in terms of the
utility operations?

e How do the impacts, and interdependencies concerns, change if the disruptions
occur during the workday? During peak load conditions? During Alerts? At
night? On a weekend?

e What types of backup systems or other mitigation mechanisms arein place to
reduce the impacts to the utility operations from disruptions to supporting
infrastructures?

o What are the limitations of the backup systems as a function of outage
duration?

o How are the backup systems affected by the prolonged outage of other
interdependent infrastructures?

o Doesthe frequency of disruption affect the backup systems? That is, would
repeated disruptions, over several days or weeks, affect infrastructure
reliability and response mechanisms? Does it introduce new interdependencies
concerns?

e What infrastructure services directly or indirectly impact restoration activities?

e Do dependencies on other infrastructures exacerbate response and recovery
efforts?
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Personnel to Interview

Facilities Manager

Telecommunications Contractor Coordinator
Critical Systems Manager

Corporate Services Manager

Safety and Security Coordinator

Operations Manager

Emergency Response Coordinator

User Support Services Manager

Director of Financial Planning/Treasurer
Director of Utility Operations

Senior Network Analyst

Human Resources (policies and procedures)
Lead Strategic Contingency Planner

Issues to Be Addressed

Single-point infrastructure failures
Infrastructure backup

Commercial infrastructure reliance
Historic/current problems and concerns

B.10 Risk Characterization Request for Information

Information Reguest

Current risk management approach and activities
Internal and externa investment decision criteria

Personnel to Interview

Chief Financial Officer
Capital Budgeting Officer
Physical Security Director
Chief Information Officer
Chief Operations Officer
Network Security Director
Human Resources M anager

Issues to Be Addressed

Current risk management approach and activities
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APPENDIX C: VULNERABILITY SURVEY METHODOLOGY

This appendix contains the methodol ogy developed for each of the 10 vulnerability assessment
elements listed below:

C.1— Network architecture

C.2 —Threat environment

C.3 — Penetration testing

C.4 —Physical security

C.5—Physical asset analysis

C.6 — Operations security

C.7 —Policies and procedures

C.8 —Impact analysis

C.9 — Infrastructure interdependencies
C.10 — Risk characterization

The description of each element includes information about the approach taken, the process, and
tips.

C.1 Network Architecture Methodology
Three technigques are used in conducting the network architecture assessment:

1. Analysisof network and system documentation during and after the site visit;
2. Interviews with the facility staff, managers, and Chief Information Officer (CIO); and
3. Toursand physical inspections of key facilities.

Documentation such as network diagrams, sample system reports, results from previous
assessments, and other request for information (RFI) questionnaires (see Appendix B) provided
by the facility serve as an introduction to and preliminary background information for the
facility’s current network architecture. The primary site visit consists of interviews and
interaction with facility employees, including technical staff, managers, and the Cl1O. Questions
are asked involving such topics as.

Network architecture

Deployed security measures
Remote access

Intrusion detection

Incident response

Vulnerability assessment activities
Configuration management

Cyber security training

Software development
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e Specific questions regarding mission-critical systems such as supervisory control and
data acquisition (SCADA)/energy management system (EMS)

The information generated by these discussions provides the core material for the findings and
observations. In addition, tours and physical inspections are made at key facilities. During these
tours, the network architecture assessment focuses primarily on:

e Networking equipment — hubs, switches, routers, firewalls

e Production equipment — key servers, workstations

¢ Visible connection points — attached terminals, external modems

e Physical location of equipment — wiring closets, raised floors, control rooms, Halon or
other fire-protected zones

These inspections provide additional information as well as verification of information
previously obtained.

Network Architecture Tips

Conduct routine system-level security reviews or vulnerability assessments of internal or trusted
systems. Supplement outsourced security reviews and vulnerability assessments with
frequent, system-level, self-assessment of internal systems across the entire network
infrastructure.

e Assurethat appropriate external and internal intrusion detection are in place. Intrusion
detection (the detection of malicious activities on the network such as unauthorized
packet sniffing, port and vulnerability scanning, user access and privilege escalation, or
use of common system exploits) is an essential component of any cyber-security
program. Facilities should enhance the capability to detect internal malicious activity.

e Consistently implement or screen security measures for remote access, monitoring, and
maintenance. Facilities should implement and screen all remote access points.

C.2 Threat Environment M ethodology

To address the terrorism threat, the facility should be involved with the ongoing critical
infrastructure protection (CIP) activities in the electric power industry. For example, the North
American Energy Reliability Council (NERC) has established CIP mechanisms to assist the
electric power infrastructure. Through NERC’ s Critical Infrastructure Protection Advisory
Group, physical and cyber security guidelines have been established to better assist companiesin
matching up appropriate security levels with threat levels. In addition, NERC has established the
Indications, Analysis, and Warning Program for sharing incidents with the National
Infrastructure Protection Center (NIPC) to trend and monitor potential electric power security
issues. The facility should also participate in state Homeland Security activities and other
security-related working groups to broaden its depth and understanding of threats. In the absence
of established Homeland Security activities or security working groups, the facility should
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establish contact with the local FBI office. In addition to providing current threat information
relevant to the industry, the FBI can also facilitate the networking of industry to establish
security working groups.

The on-site analysis of the threat environment takes place in three phases:

Phase I: Aninitial screening of sources, prior to the arrival of the vulnerability assessment team,
is conducted to identify individual(s) and/or g